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Privacy Policy

Lewa Wildlife Conservancy envisions a future where people across Kenya value, protect
and benefit from wildlife.

Lewa Wildlife Conservancy (Lewa) is committed to protecting and respecting your privacy.
This Privacy Policy explains what we do to minimize the data we process and to protect
that which we do collect. This policy explains when, why and what personal information
we collect about people who visit our website or subscribe to any of our e-newsletters:
how we use it, the conditions under which we may disclose it to others and how we keep
it secure. By using our website, you accept the conditions set out in this privacy policy.

1.0 Who are we and our website

Lewa is a visionary wildlife conservation institution managing endangered species by
enlisting the necessary support from communities’ participation in conservation. As a
pioneer in Kenyan conservation, a leader in community-centric conservation and a
launching pad for community conservancies, Lewa has long served as a standard bearer for
wildlife conservation across Eastern Africa. Lewa is a practitioner of community-centric
conservation, which directly and indirectly benefits communities and wildlife.

We also have a website where website visitors, and donors; both existing and potential
donors can find out more about us and our mission.

2.0 What is personal data?

Personal data is defined by the General Data Protection Regulation (EU Regulation
2016/679) (the “GDPR”) and the Data Protection Act 2019 (“the Data Protection
Legislation”) as ‘any information relating to an identifiable person who can be directly or
indirectly identified in particular by reference to an identifier’.

Personal data means any information about you that enables you to be identified. Personal
data covers obvious information such as your name and contact details but also less obvious



information such as identification numbers, electronic location data, and other online
identifiers.

3.0 Conservation and donations

This section explains our privacy practices concerning the data we collect when adding you
to our database for engagements you sign up for with us.

3.1 What personal data or information do we collect?

We collect personal data about donors and supporters, visitors, email subscribers,
volunteers, employees, contractors, trustees, individuals enquiring about our work, visitors
to this website, and our suppliers. The personal information we collect may include your
name, address, email address, IP address, and information regarding what pages you access
on this website and when.

4.0 How do we collect information from you?
We obtain information about you automatically when you:

e Donate to us directly through our website, or via a partner online platform

Make an enquiry via our website or via the telephone
¢ Attend one of our events, online or in person
e Subscribe to our newsletter or email updates
e Use our website
e Sign our disclaimer form
o Work for or with the organisation as an employee, contractor or volunteer
e Exchange business cards with a member of the organisation
e Communicate with us via email
You are in control of the data you upload on our platform.
5.0 What type of information is collected from you?

The personal information we collect might include your name, email address, IP address,
and information regarding what pages are accessed and when; which we will use for
evaluation and monitoring purposes. Kindly note that this list is not exhaustive.

6.0 Why we collect your personal data

For Lewa to successfully conserve wildlife and improve the livelihoods of communities
contiguous to it, we need to have effective communication and fundraising activities with
our supporters like you. Apart from collecting data that we are obliged to, for us to process
online donations, it helps Lewa to understand more about how you engage with the
information we provide so we can improve how we communicate the most important
messages that you need to hear. Collecting personal data like email addresses and home



addresses allows us to directly communicate with you promptly, keeping you the most up-
to-date on how you can contribute to the conservation of wildlife in northern Kenya.
Collecting data also allows us to see which communication works most efficiently so we can
allocate more funds to conservation.

7.0 Children’s Personal Information

We are committed to protecting the privacy of children aged under the age of 18. If you are
under the age of 18, please get your parent/guardian’s permission beforehand whenever
you provide us with personal information.

A child, or children’s information, may sometimes be collected via the activities outlined
above, through our subscription options, events or other activities appealing to children.
Where possible, we seek consent from the child’s parent or guardian before collecting
information on children.

Our goal is to ensure that all personal information on children is collected in a secure and
safe manner. If you would like us to delete any data on your child or children, you can ask us
to delete it and we will do so immediately

8.0 How we use your personal data

We collect your personal data or information to operate our Conservancy effectively and to
provide you with high-quality and personalised service. Your information is used:

¢ To build a relationship with you as a visitor on our page

To build our relationship with you as a donor and manage your donation(s) to us
¢ To answer enquiries that you make prior to any donation or visit

e To manage the contact or mailing list

e To promote our events on social media

e To maintain the security of our IT infrastructure

¢ To share email updates with you, if you have subscribed to receive them.

¢ To share our newsletter with you, if you have subscribed to receive it.

e To share fundraising campaigns or information about our appeals with you.

e To ensure that content from our website is presented in the most effective manner
for you and for your computer;

e To provide you with information, products or services that you request from us or
which we feel may interest you, where you have consented to be contacted for such
purposes;

e To monitor customer traffic patterns, website usage and related website information
to optimise your use of our website; data collected in this way will be aggregated



and anonymised and passed to a reputable third party, but these statistics will
include no information personally identifying you.

You can opt out of your data being used for any of the Purposes of Use by emailing the
Communications team at comms@|ewa.org

We believe that all these purposes are justified on the basis of our legitimate interests in
running and promoting the Conservancy, and, our legal obligations as a Conservancy and
responsible institution. The exception is for sending out email marketing or email
fundraising activities, which we do on the basis of consent.

9.0 Data retention

We will retain your personal data for the duration of your time supporting us. We will
continue to hold your contact information where you have indicated you would like us to
keep you updated about our work until you tell us you no longer wish to receive such
updates. We will also review this data every 3 years to consider deletion based on your
levels of ongoing engagement with us.

10.0 Use of ‘cookies’

Like many other websites, Lewa and any other websites we may have in the future, use
cookies. ‘Cookies’ are small pieces of information sent by an organisation to your computer
and stored on your hard drive to allow that website to recognise you when you visit. They
collect statistical data about your browsing actions and patterns and do not identify you as
an individual. This information helps us to improve our website. It is possible to switch off
cookies by setting your browser preferences. Turning cookies off may result in some of our
website features not functioning.

Types of Cookies we use on our website

1. Essential Cookies: These cookies are necessary for the operation of our website and
enable you to navigate and use its features. They are usually set in response to
actions you take, such as setting your privacy preferences, logging in, or filling out
forms. Without these cookies, some parts of our website may not function properly.

2. Analytics Cookies: These cookies collect information about how visitors interact with
our website, such as the pages they visit, the time spent on each page, and any
errors encountered. This information helps us improve the performance and
usability of our website.

3. Performance Cookies: These cookies collect information about how visitors use our
website, such as which pages are visited most often and any error messages
encountered. This information helps us improve the performance and design of our
website. We use third-party analytics services, such as Google Analytics, for this
purpose.
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4. Functionality Cookies: Functionality cookies enable a website to remember user
choices and preferences, such as language selection, font size, and personalised
content settings. This ensures that the website delivers a consistent and tailored
experience to each user.

5. Advertising Cookies: We may partner with third-party advertising networks or social
media platforms that may use cookies to deliver personalised advertisements to you
based on your browsing activities and interests.

10.1 Third-Party Cookies

We may allow third-party service providers to set cookies on our website. These providers
may include analytics tools, advertising networks, and social media platforms. We do not
have control over these cookies, and their use is subject to the respective third party’s
privacy policy. We encourage you to review the privacy policies of these third parties.

10.2 Cookie Consent

By continuing to use our website, you consent to the use of cookies as described in our
Cookie Policy. You can manage your cookie preferences by adjusting your browser settings.
Please note that blocking or deleting cookies may affect your browsing experience.

10.3 Changes to this Cookie Policy

We may update this Cookie Policy from time to time to reflect changes in our practices or
for legal or regulatory reasons. We encourage you to review this policy periodically for any
updates. The revised policy will be effective immediately upon posting on our website.

For further information on cookies visit www.aboutcookies.org

11.0 We may use information held about you in the following ways:
12.0 The Purposes(s) of Use in Relation to:

Usage of Data and Third-Party Data is lawful because it is necessary for the purposes of
legitimate interests pursued by us and/or our web developers in order to keep the website
up to date, organise events and functions and provide additional services to our users from
time to time.

13.0 Legitimate interest:

e We may process your personal information for legitimate business purposes which
are in our interests and which we believe also benefit people whom we identify as
potential supporters of Lewa.

e Those carefully considered and specific purposes might for example include the
following:

e Inviting potential speakers and participants in a business / professional capacity to
our meetings or events.
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e Engaging with particular individuals hand-picked experts, corporate professional
individuals, journalists and those working in other relevant sectors in a business /
professional capacity.

14.0 How long is the information held for?

We keep our retention periods for personal information under review. Lewa UK, Lewa USA,
Lewa Canada and Lewa Wildlife Conservancy are legally required to hold some types of
information to fulfil our statutory obligations. We will hold your personal information on our
systems for as long as is necessary for the relevant activity, or as long as is set out in any
relevant contract you hold with us. Information held within grant files may be held
indefinitely for historical and research purposes and may be shared with researchers.

15.0 Who has access to your information?

We will not sell, rent or distribute your information to third parties. We will not share your
information with third parties for their marketing purposes.

We limit access to your personal data to those employees and third-party processors (see
below) who have a legitimate need to know and ensure that they are aware of their duty of
confidentiality.

In some limited circumstances, we may be legally required to share certain personal data,
which might include yours, if we are involved in legal proceedings or complying with legal
obligations, a court order, or the instructions of a government authority.

However, when we use third-party service providers, the only information we disclose is
that which is necessary to deliver the service and we have a contract in place that requires
them to keep your information secure and not to use it for their own direct marketing
purposes. Please be reassured that we will not release your information to third parties;
unless you have requested us to do so, or we are required to do so by law.

If any of your personal data are shared with a third party, as described above, we will take
steps to ensure that your personal data are handled safely, securely, and in accordance with
your rights, our obligations, and the third party’s obligations under the law, as described
above.

16.0 Your choices

You have a choice about whether or not you wish to receive information from us. If you do
not want to receive communications from us about our work, campaigns, events, surveys
etc. which we think you might be interested in, or our e-news, you can unsubscribe from the
communications themselves. Alternatively, please send an email to comms@lewa.org
info@lewa.org, or, write to us at Lewa Wildlife Conservancy Office, Private Bag, Isiolo
60300, Kenya.
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17.0 How you can access and update your information

If you want to know what personal data we have about you, you can ask us for details of
that personal data and for a copy of it (where any such personal data is held). This is known
as a “subject access request”.

The accuracy of your information is important to us. You have the right to request a copy of
the information we hold about you so that you can ensure its accuracy. You can do this by
the following methods: Send an email to comms@lewa.org, info@lewa.org, or, write to us
at Lewa Wildlife Conservancy Office, Private Bag, Isiolo 60300, Kenya.

We will respond to your subject access request within seven (7) days of receiving it.
Normally, we aim to provide a complete response, including a copy of your personal data,
within that time. In some cases, however, particularly if your request is more complex, more
time may be required, up to a maximum of three months from the date we receive your
request. You will be kept fully informed of our progress.

You also have the right to lodge a complaint about our processing of your personal data
with the UK’s Information Commissioner’s Office and or the Office of the Data Protection
Commissioner in Kenya.

18.0 Security precautions in place to protect against the loss, misuse or alteration of
your information

When you give us personal information, we take steps to ensure that it is treated securely.
Non-sensitive details (your email address etc.) are transmitted over the internet, and this
can never be guaranteed to be 100% secure. As a result, while we strive to protect your
personal information, we cannot guarantee the security of any information you transmit to
us, and you do so at your own risk. Once we receive your information, we make our best
effort to ensure its security on our systems.

We use Salesforce and Campaign Monitor to process our mailing lists whose servers and
offices are located in the EEA, Australia and the United States, so data may be transferred,
stored or processed in these areas. Both Salesforce and Campaign Monitor are committed
to complying with GDPR, California’s privacy law CCPA and Canada’s national privacy law
PIPEDA. To learn more about this please visit the Data Privacy section on their website:
https://www.salesforce.com/privacy/overview.

We also use third-party websites to process online donations. This information is hosted on
the individual websites. The privacy policies that are on the websites are as follows:

e iATS Payments privacy policy can be found here
https://www.deluxe.com/policy/privacy/

e NFG (Network For Good) privacy policy can be found here
https://www.bonterratech.com/privacy-policy
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e CrowdRise privacy policy can be found here
https://about.crunchbase.com/terms-of-service/privacy-policy/

e CanadaHelps privacy policy can be found here
https://www.canadahelps.org/en/privacy-policy/

For UK donations, Lewa uses Donorbox.

Donorbox takes reasonable precautions to protect users' information and all account
information is located on a secured server behind a firewall. Their privacy policy can be
found here: https://donorbox.org/privacy.

For North American donations, Lewa uses Classy whose privacy policy can be found here:
https://www.classy.org/terms/privacy and further information on how they store your data
can be found here: https://www.classy.org/why-classy/security/

19.0 Links to other websites

Our website may contain links to other websites run by other organisations. This privacy
policy applies only to our website, so we encourage you to read the privacy statements on
the other websites you visit. We cannot be responsible for the privacy policies and practices
of other sites even if you access them using links from our website.

20.0 Your individual rights

You have the right to request from us access to, rectification, or, erasure of personal data or
to restriction of processing concerning you or to object to our processing of the data as well
as the right to data portability. You have the right to lodge a complaint about our processing
of your personal data with the Office of the Data Protection Commissioner in Kenya.

21.0 Contacting us via email

We use Transport Layer Security (TLS) to encrypt and protect email traffic in line with
government standards. If your email service does not support TLS, you should be aware that
any emails we send or receive may not be protected in transit.

We protect against encrypted attachments, attachments with scripts, and anomalous
attachment types. We identify links behind shortened URLs, scan linked images, and
monitor links from untrusted domains

We will also monitor any emails sent to us, including file attachments, for viruses or
malicious software. Please be aware that you have a responsibility to ensure that any email
you send is within the bounds of the law.

22.0 Links to other websites

Our website may contain links to other websites run by other organisations. This privacy
policy applies only to our website, so we encourage you to read the privacy statements on
the other websites you visit. We cannot be responsible for other sites' privacy policies and
practices even if you access them using links from our website.
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In addition, if you linked to our website from a third-party site, we cannot be responsible for
the privacy policies and practices of the owners and operators of that third-party site and
recommend that you check the policy of that third-party site.

23.0 How to contact us

To contact us about anything to do with your personal data and data protection, including
to make a subject access request, please use the following details:

Email: info@lewa.org

Postal address: Lewa Wildlife Conservancy,
P.O. Box Private Bag — 60300,
Isiolo, Kenya.

24.0 Review of this Policy

We may change this policy occasionally, so please check this page occasionally to ensure
that you are happy with any changes.

We regularly review this policy. This policy was written in August 2023 and was last
reviewed in September 2023.

If you have a question regarding this policy

Any questions regarding this Policy and our privacy practices should be sent by email to
comms@lewa.org, info@lewa.org or in writing to Lewa Wildlife Conservancy Office, Private
Bag, Isiolo 60300, Kenya.
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